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1. Scope

This document will mvide guidance to theplanning and deployment of IT network
infrastructureswithin an airport It explores the airport environment in which IT managers

have definel business and technology objectives, are faced with unique security challenges
and have definite expectations of the benefits of the solutions they are implementing. It
LIN2E A RS&E NBO2YYSYRIFIGA2ya olF&aSR 2y ¢9Qa RS
invegigates specific areas of the airport IT infrastructure.

2. Introduction

Many of the common airport operations and business models have undergone a radical
transformation in the last few years, specifically to support the explosive growth of the
global arline industry.

On one hand, most airlines have refined their operating models to align growth to
efficiency. In most cases this has led to the adoption of mergers and acquisition strategies

or the creation of strong global alliances. On the other haadports have evolved in
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most extreme cases aerotropolies.
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Whetherit isa small or large business, the true recipe for success is contained witlelta
structured supply chain. This relies almost entirely on airport operations to deliver world
class business services and reach customers around the globe.

Have you ever pwhased goods that came from a remote geographical location? Airport
operations help to accelerate the whole sales process so that goods can reach distant
customers within days, or even hoursmoving across different continents perhaps aboard

a Dreamlirr Cargo 787*.

*TE was a development partner of Boeing on h&dS | Y A
project which involved 8 years of @mgineering working

Airport Networks Guide 4 . TE

connectivity



dzii y2GKAYy3 Aa ¢AGK2dzi A0aQ OKIffSy3aSao
operations with the intent to focus on effectiveness rather than more efficiency. A new set
of objectives has developed which changed the way airpanésmanaged and controlled in
order to fit new and more demanding business models without compromising the security
of each individual stakeholder. Airport operators and managers are often measured against
a list of challenging objectives as illustratesidw:

GENERATE NEW COST CONTROL
REVENUE PROCEDURES

IMPROVE PROVIDE SAFETY EXPAND SERVICES
OPERATIONAL AND SECURITY
EFFICIENCY

28 BE 28 B2 B2 I

Flawless execution Inside and around For passenger and
the premises retail tennants

Create/improve Minimize OPEX
services

Within this complex scenario of operations and tight business objectives the IT
infrastructure plays the important role of a strategic mechanism that allows for the
deployment of new services quickly and seamlessly, enabling airports to respadty rap
environmental and operational changes. From a business value perspective, a sound IT
infrastructure can help deliver advanced operational efficiencies, enabling faster
turnaround times for airlines, faster sefp times for tenants, and improved p=enger
experience.

As a result, the main business drivers for IT investments are represented as shown below.

Improsving

customer 53%

service

Improsing

airport safaty 53094

and security

Reducing the
cost of business A465%

operations
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3. From Airports to AirporCities to Aerotropolies

Originating with the widespread concept of aairport as a location where aircraftake off
and land, during the past few years there has been a radical shift towards a more
sophisticated environment known as airparities.

Theairport-city model assumes the fact that an airport can be much more than traditional
services, developing tmefore new nonaeronautical commercial facilities and services to
create alternative revenue streams.

However, with airports typically surrounded by vast amounts of undeveloped land ready to
be exploited, it becomes apparent that airports are sittingaopotential caskcow of real

estate opportunities. So the concept aérotropolies** comes to life as an urban form

whose layout, infrastructure, and economy is based on a very large airport model that
encompasses office blocks, hotels, healthcare faslittonventiorcentersand provides
hundreds of services in the effort to generate new sources of revenues.

**The concept of aerotropolies was reintroduced by J.D. Kasarda in 2000 after its first inception in 1939 by N.
DeSantis

. . 3
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Major Sources of Non-Aeronautical Revenus
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Figue 4. illustrates a global average of n@eronautical revenue as a large portion of
airport income. So, from the smallest airport to the largest aerotropoly, it remains a given
that the IT Network Infrastructure functions as a common denominator, a stiategset
that enables the evolution of revenugenerating services and supports their associated
technologies.

4. 1T Infrastructures within Airports

Airports have become mediach environments with complex applications being delivered
across a secure hsork.

Digital
Passport Passenger
control < monitoring

Information
communication
systems

Hotspots
Internet Access
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A city within itself, the airport hosts a great deal of passeffgeused services likeetalil
shops, restaurantsWi-Fi hot spot, checkn, baggage reclaims, parking, immigration and
flight information detailson the terminal and landside.o@mand Centers, air traffic and
ground control, security, maintenance, food services, employee and airline staff systems on
the airside area. This represents an enormous amount of complexity for a network solution
to handle and maintain all at once.

Airside Terminal Landside
= AirTraffic Management > Parking ® Checkin = Shops > Parking SoE T
* ResourcesManagement > Maintenance| |= Retail * Foodandbeverage | |= Carrental ® Maintenance
= Security # Fuel > Passportcontrol ® lounges = Security % Third party providers
= Catering = Security # Boardingarea

Veryoften these applications, as we have seen inside the terminal and in the airside areas,
dzaS RAFTFSNByYyUld GStSO2YYdzyAOFGA2Y SljdaALYSYy(Q
and risks failure. Furthermore, with an increasing number of passengers catimgingwn
GRAIADINRYHZ20R G A& 6AGK y2 &dzZNLINRAS OGKFG |
Information need to be handled and preserved in the safest possible way in order to protect
the security of millions of passengers. It is no by chancettitity IT operates as a strategic

asset and facilitator for transformation in an increasingly digital passenger environment.

4.1- ITChallenges

Before any planning begins, it is important to understand what challenges are present that
need to be overcomeYears of experience in the global airports market has provided TE
Connectivity with valuable knowledge and understanding of the major challenges that
Network Managers / Facility Manager often have to face.

- Provide enough flexibility to scale up arwin depending on current needs

- Support constant passenger fréew

- Provide better service to match customer expectation

- Manage baggage handling more effectively to reduce passenger disruption

- Create seamless processes to reduce operational cas@intenance; obsolescence

With many different systems and applications that need to be deployed across separate and
remote areas managing a network infrastructure can become a tough riddle. This is further
aggravated by the need to provide a more fld& environment for scaling up or down the
amount of services provided to passengers and tenants. Among such a great level of
complexity there is an overarching objective to reduce operational cost and boost
efficiency.
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4.2- Network Infrastructure Conderations

In the effort to achieve the objectives and overcome most of the challenges many IT
managers are considering the adoption of IP Convergence and network consolidation
strategies. However, it is important that facility, security and informationhtedogy
managers collaborate and ensure that the supporting cabling infrastructure is designed and
deployed to provide optimal performance levels. Their common objectives should ensure
resiliency, reliability for maximum uptime, and easy implementation arahagement of

new applications.

The advantages delivered by the deployment of a converged network can easily justify the
efforts and the investments that needetb be allocated towards its implementation.
Reduced complexity, minimum pathways congestiomproved security and considerable
lower OPEX are only some of the advantages gained.

AIRSIDE SYSTEMS

TERMINAL & LANDSIDE SYSTEMS
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Airport facilities are normally expected to last for decades while providing a high level of
flexibility to support spikes in passenger demand and tenant relocatid/ith the multitude

of network infrastructure design choices available today, IT managers are constantly faced
with the challenge of how to optimize their data communication requirements. As well as
traditional data transfer functions, new IP reliant@igations such as VolP, video streaming,
live feeds, and surveillance systems for the office and data center are continuously
emerging. Consequently, faster and more reliable infrastructures are required to ensure
that business critical applications angtdire proofed and return on investment optimized.

Lifetime of
Network Equipment

Average Lifetime in years

— With the constant growth of
Sonwarl 08 processor power inside
workstations, the demand for fast
. communication throughout the
PCs l \.‘. premises increases year by year.
Considering that the physical layer
o S of your networkg the cabling itself
Swches | ¢ has an average lifetime of 12 to
15 yearsijt must be capable of
serving about 3 generations of
switching equipment4 generations

Cabllng lnﬁ'astru;:tt;r; ”

N A, ' of PC hardware and probably even
0 —— 5 generations of software! Thus,
10 disan- planning for a fast and future proof

communication network starts with
the investment of a strong cabling
system...

In addition to this, critical applications such as security, baggage handling, control towers
and customer boarders need to be protected by the detrimental effects that could be
caused by EMI/RFI present in the surrounding environment. Hence, the network
infrastructure solutions must be proven to support long distances at the highest bandwidth
with reliable, secure and accurate transmission of information protected by any EMI/RFI
effects.

A sound network physical infrastructure needs to allow for seamless integration of the
latest technologies such as Voioeer-IP (VolP), WirelessMi-Fi), Distributed Antenna
Systems (DAS), Powever-Ethernet (PoE), Intelligent Infrastructure Managemepst&ms
(IIMS) including future Building Automation Systems (BAS).

So, what media should be deployed to deliver the best level of services within an airport
environment? In reality there is no right or wrong answer. Although there is tendency to
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believe that fiber optic would meet all the requirements, the reality is that a mixture of both
copper and fiber has often proven to be the most effective approach to overcome all the
challenges and maintain control of costs. However, because no two environmengsere

the same, it is always advisable to carry out a site assessment before making any final
decision on media deployments. This will guarantee the best possible fit of the network
physical infrastructure in relation to the challenges posed by the sudimgnenvironment.

Some examples of media choices are prodidere below:

Terminal & Landside Area:

EMI Sensitive Area /" Secure Data Path Data Centre

Distribution

Terminal LAN
& Offices / Retail
Shielded or Fiber Systems Fiber is harder to

for highest immunity “Tap Into” Shielded or fiber systems

offer highest density

Un-Shielded Systems

L)

=<1Gh/s C6 STP C =<10Gb/s C6, STP,
=<10Gb/s C64 STP - i 0S2, OM3 or OM4 Fiber
052, OM3 or OM4 Fiber

=<1Gbys C6, C6, UTP
=<10Gb/s C6, UTP

Airside areas

Hook up to off R Campus/Airfield link » Data Centre
campus Telco Aggregation

Interfaces with all Offers distances and Offers future proofing for
incoming Telco protocols XxWDM upgrade path 40,100 Gb/s and WDM
technologies

-

v Bl

<100Gb/s : <100Gb/s <100Gb/s
OS2 Fiber r 0S2 Fiber 052, OM3 or OM4 Fiber

It is critical to note that a properly designed and installed cabling plant provides a solid
foundation to deliver predictable and consistent performance, as well as gimgyithe
flexibility to support future airport applications without making significant changes to the
rework.
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5. Responding to the Environment

o
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designed to serve any ampt environment by supporting various critical applications while
reducing complexity in design and implementation.

A Comprehensive
Product Portfolio
That Meets
Diverse Airport
Requirements
AIRSIDE

As a key supplier to the world's leading telecommunications carrlers,
TE solutions seamlessly bridge public and private networks,

Airport Systems Are Complex and Numerous.

Decades of experience in the airport market with more than 50 projects deployed around
the world provides TE with a high level of kneddge and understanding of the
environment.

Here are recommendations for TE solutions that can better respond to airports needs and
address the challenges posed on their network infrastructure.

EMI/RFI interference environments

Some specific areas withan airport may be susceptible to Electvagneticinterferences
(EMI) or Radibrequencyinterferences (RFI). Baggage handling and control towers are
probably the most obvious instantiation of areas that are likely to be affected by the
surrounded enviroment and therefore need special considerations.

Cabling standards throughout the world have adopted the MICE (Mechanical, Ingress,
Climatic, and Electromagnetic) classifications for office and industrial environments.

According to EN 5017B2007 an elec2 YI 3y SGAO Of I aaAFAOFGAZ2Y
describes a heavy industrial environment, is applicable:
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Generally Background Noise is the sum of all the electromagfietds of adjacent devices.
Immunity against Background Noise can be achieved by either shielded cabling or a fully
enclosed pathway. Either requires proper earthing and bonding practices.

To ensure flawless 10Gb/s data transfer, the IEEE standatsl fira Background Noise level
at the device to a max af1l50 dBm/Hz, which in most buildings is compromised by wireless
devices such as cellular phon¥gi-Fiand aerial video transmissions.

The ability to mitigate these noise signals enables you to enflawless transmission of
your High Definition Video Conferencing equipment, and removes any signal influenced
disturbance on your IP telephone system. As we become more reliant on the timely
delivery of signals, it is recommended that you fully protgmir systems.

Background Noise Mitigation

Cat6 Category 6a Cat.7
STP uTP 8TP BTP

= 3 2 % 8 - ‘
- B = B ] L
£ i
: -120 — E . ' E g

-140 — 1IEEE

- W4 L] » v/ VI ax, Backgrourd Noise

In most cases copper shielded solutions help to ensure optimum protection against the
adverse effects of external signal interferences. Simply by design, shielded systems provide
total immunity against RFI/EMI and are capable to suppahest bandwidth applications

of 10GbE and above.

¢9Qa8 VYlyeée &SIENAR 2F SELISNASyOS-ofarysysteiishité f RS R
protect signal integrity and ensure maximum performance with minimum downtime.
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6. TE provides entb-end infrastricture solution

With every facet of adminisation, staff members and passengen® heavily relying on the

IT netvork, therefore airportsneed a trusted partner with the proven experience, a
comprehensive product portfolio and innovative expertise to dglia highbandwidth,
mobile and manageable infrastructure that can cost effectively support the needs of today
and tomorrow. That partner is TE Connectivity.

CABLING SYSTEMS

Fiber or copper, shielded or
unshielded. TE's range of cabling
and connector products form the
infrastructure of some of the world’s
largest ‘mega data centers.”

Airport Networks Guide

PLATFORMS

TE's integrated cabling platforms for
high fiber count and mixed media
environments include platforms that
are custom designed to work with
specific configurations to deliver
efficient and agile data center

operation.

14

MANAGED CONNECTIVITY

TE Connectivity has sold more
intelligent ports worldwide than any
other manufacturer and has now
introduced Quareo, the world's first
managed connectivity solution based
upon connection point identification
technology.

" § 3
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6.1- Data Center

Known as the heartfahe IT network, airporbperations rely on their infornt#éon systems
and storage to ro operation such as security, cheick luggage traffiand many others.
Airport servicecontinuity is essential in a just-time environment where any downtime
could create operational extra cosaeid, most damaging, customrs€dlisappointment.

¢9 22AyiGfeée RS@St21LJa az2fdziazya o6A0GK Ylyeg 2
manufacturers. This combined with global reach and innovative manageaectivity
technology, puts TE Connectivitya unique position to help our stomers deliver on their
businesgequirementsby creating a resilient, efficient and agile data center infrastructure.

AGILITY Networks constantly change and grow. Our storage
Are Management Solution (SAM) and Q3000 Higmsity
fiber solutions can Hp ensure successful network upgrades
and implementations with maximum ease and control.

AVAILABILITY: ¢ 9 Q& al yr3asSR | 2y ySOiA
including our Quareo connection point identification
technology can help increase uptime, resilience and service
continuity by delivering an automated, retime
understanding of endo-end network connectivity.

EFFICIENCQur energy saving MRJ21 cabling system, along with indiestding high
density cable management solutions like our FiberGldmptical racevay can help ensure
stringent CAPEX and OPEX control.

14
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COPPER

Fiber Panels Fiber Cable
MRJ21 Pre- Highband Block
Terminated Copper
Cabie Assembly
»
FiberGulde Storage Area MRJ21 Patch Panel
Optical Raceway Management Front (ieft) Back (right)
y >
A
Managed MPO Cassette Cat 6A F/UTP Cabie Cat 6A U/UTP Cable
Flber Chassis
ENTRANCE
ACIL Y
MAIN

HORIZONTAL AND EQUIPMENT DISTRIBUTION AREA

DISTRIBUTION AREAS

Quareo =

Confllguration
Manager Software

. . E
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6.2- Acrossthe Airport

An Office Network is a critical component of the IT infrastructure of your organization. The
typical Office Network needs to support traditi@hPCs and peripherals but now also VOIP,
digital media, devices, tablets and more. Connected devices have changed the business
landscape and forever altered our expectations of Office Network technology. Smart
phones and networked devices are satisfyRgizNJ-tA2yS¢ | RRAOUA2Y 6K
AaSNIAOSa LINPGARSNIDA&E GNIRAGAZ2YLEFEE ySig2N] a
networks and the enterprise.

Fueled by endiser demand for bandwidthungry applications such as IPTV, videe
demand (VoD) anthe widespread use of smart phones and mobile apps, the flood of data
ddzZNAAYy3 | ONRaa GKS ¢g2NIRQa ySGug2Njla Aa T2
their networks to deliver the speed and services that customers demand.

A reliable, higkspeed, ligh performance network infrastructure is essential to support the
demands of the end users, new technologies and the needs of the business. Only TE can
provide the cabling and connectivity solutions as well as the tools to manage your network.
Thousand=f customers around the globe trust TE technology as the foundation of their
office networks.

Our LAN solubns include:

wCopper shielded and unshieldezhble and
connectivity to support the latest iPased
applications, from 1 to 10 gigabit Ethernet, to PoE,
VolIP and security systems.

ACainng Infrastructure Managemergystem
(Quareo) to bridge the gap beeen network
management and the physical layer.

wVideo distribution system (VDS3) costeffectively
deliver highdefinition RF over twistegair cabling for
distance learning, surveillance, digital signage and
cable television.

wOptical LAN solutioa (OLShor indoor/outdoor,
long-distance passive optical links that use a single
strand of highbandwidth singlemode fiber with lower
power and space usage and reduced operation cost:

/&Distributed Antenna System (DAS)eates a leading
platform for sering wireless services.
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6.2.1- Fiber and Copper Cabling Infrastructure

2 A0K 2yS 2F (KS AYyRdzAGNEQ oNRFRSald NIy3Sa
supporting applications from 1G to 10G, TE delivers the best choice of products to suit your
specific network needs to the users.
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