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1. Scope 
 

This document will provide guidance to the planning and deployment of IT network 

infrastructures within an airport. It explores the airport environment in which IT managers 

have defined business and technology objectives, are faced with unique security challenges 

and have definite expectations of the benefits of the solutions they are implementing.  It 

ǇǊƻǾƛŘŜǎ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ōŀǎŜŘ ƻƴ ¢9Ωǎ ŘŜŎŀŘŜǎ ƻŦ ŜȄǇŜǊƛŜƴŎŜ ƛƴ ǘƘƛǎ ƳŀǊƪŜǘ ŀƴŘ 

investigates specific areas of the airport IT infrastructure. 

 

2. Introduction 
 

Many of the common airport operations and business models have undergone a radical 

transformation in the last few years, specifically to support the explosive growth of the 

global airline industry. 

  

On one hand, most airlines have refined their operating models to align growth to 

efficiency. In most cases this has led to the adoption of mergers and acquisition strategies 

or the creation of strong global alliances. On the other hand, airports have evolved in 

ǇŀǊŀƭƭŜƭ ǘƻ ŎǊŜŀǘŜ ƳŀǎǎƛǾŜ ƴŜǘǿƻǊƪǎ ƻŦ Ƙǳōǎ ƻŦǘŜƴ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ άŀƛǊǇƻǊǘ-ŎƛǘƛŜǎέΣ ƻǊ ƛƴ ǘƘŜ 

most extreme cases -- aerotropolies.   

  

¢ƻŘŀȅΩǎ ŀƛǊǇƻǊǘǎ ƘŀǾŜ ōŜŎƻƳŜ ǘƘŜ ŜǇƛŎŜƴǘŜǊ ƻŦ ŀƴȅ ǎǳŎŎŜǎǎŦǳƭ ŀƴŘ ŘȅƴŀƳƛŎ ŜŎƻƴƻƳȅΦ 

Whether it is a small or large business, the true recipe for success is contained within a well-

structured supply chain. This relies almost entirely on airport operations to deliver world 

class business services and reach customers around the globe.  

  

Have you ever purchased goods that came from a remote geographical location? Airport 

operations help to accelerate the whole sales process so that goods can reach distant 

customers within days, or even hours -- moving across different continents perhaps aboard 

a Dreamliner Cargo 787*. 

 

 

*TE was a development partner of Boeing on the 5ǊŜŀƳƭƛƴŜǊϰ 
project which involved 8 years of co-engineering working 
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.ǳǘ ƴƻǘƘƛƴƎ ƛǎ ǿƛǘƘƻǳǘ ƛǘǎΩ ŎƘŀƭƭŜƴƎŜǎΦ !ƛǊǇƻǊǘǎ ƘŀǾŜ ƛƴǘǊƻŘǳŎŜŘ ƛƴŎǊŜŀǎƛƴƎƭȅ ŎƻƳǇƭŜȄ 

operations with the intent to focus on effectiveness rather than more efficiency.  A new set 

of objectives has developed which changed the way airports are managed and controlled in 

order to fit new and more demanding business models without compromising the security 

of each individual stakeholder.  Airport operators and managers are often measured against 

a list of challenging objectives as illustrated below: 

 

Within this complex scenario of operations and tight business objectives the IT 

infrastructure plays the important role of a strategic mechanism that allows for the 

deployment of new services quickly and seamlessly, enabling airports to respond rapidly to 

environmental and operational changes. From a business value perspective, a sound IT 

infrastructure can help deliver advanced operational efficiencies, enabling faster 

turnaround times for airlines, faster set-up times for tenants, and improved passenger 

experience. 

As a result, the main business drivers for IT investments are represented as shown below. 
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3. From Airports to Airport-Cities to Aerotropolies 

 

 

Originating with the wide-spread concept of an airport as a location where aircrafts take off 

and land, during the past few years there has been a radical shift towards a more 

sophisticated environment known as airport-cities. 

 

The airport-city model assumes the fact that an airport can be much more than traditional 

services, developing therefore new non-aeronautical commercial facilities and services to 

create alternative revenue streams.  

 

However, with airports typically surrounded by vast amounts of undeveloped land ready to 

be exploited, it becomes apparent that airports are sitting on a potential cash-cow of real 

estate opportunities. So the concept of aerotropolies** comes to life as an urban form 

whose layout, infrastructure, and economy is based on a very large airport model that 

encompasses office blocks, hotels, healthcare facilities, convention centers and provides 

hundreds of services in the effort to generate new sources of revenues.  

 
**The concept of aerotropolies was  reintroduced by J.D. Kasarda in 2000 after its first inception in 1939 by N. 

DeSantis 
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Figure 4. illustrates a global average of non-aeronautical revenue as a large portion of 

airport income. So, from the smallest airport to the largest aerotropoly, it remains a given 

that the IT Network Infrastructure functions as a common denominator, a strategic asset 

that enables the evolution of revenue-generating services and supports their associated 

technologies.  

 

4. IT Infrastructures within Airports 

Airports have become media-rich environments with complex applications being delivered 

across a secure network.  

 

 

 

 

 

Source: ACI and University of Westminster London ς 2009 ς 

Figure 4 
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A city within itself, the airport hosts a great deal of passenger-focused services like retail 

shops, restaurants, Wi-Fi hot spot, check-in, baggage reclaims, parking, immigration and 

flight information details on the terminal and landside. Command Centers, air traffic and 

ground control, security, maintenance, food services, employee and airline staff systems on 

the airside area. This represents an enormous amount of complexity for a network solution 

to handle and maintain all at once. 

 

Very often these applications, as we have seen inside the terminal and in the airside areas, 

ǳǎŜ ŘƛŦŦŜǊŜƴǘ ǘŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴ ŜǉǳƛǇƳŜƴǘΩǎ ŀƴŘ ǇǊƻǘƻŎƻƭǎ ŀŘŘƛƴƎ ŜǾŜƴ ƳƻǊŜ ŎƻƳǇƭŜȄƛǘȅ 

and risks failure. Furthermore, with an increasing number of passengers carrying their own 

άŘƛƎƛǘŀƭ Ŧƻƻǘ-ǇǊƛƴǘέ ƛǘ ƛǎ ǿƛǘƘ ƴƻ ǎǳǊǇǊƛǎŜ ǘƘŀǘ ŀƛǊǇƻǊǘǎ ƘŀǾŜ ōŜŎƻƳŜ ƳƻǊŜ Řŀǘŀ ǎŜƴǎƛǘƛǾŜΦ 

Information need to be handled and preserved in the safest possible way in order to protect 

the security of millions of passengers. It is no by chance that today IT operates as a strategic 

asset and facilitator for transformation in an increasingly digital passenger environment. 

 

4.1-  IT Challenges 

Before any planning begins, it is important to understand what challenges are present that 

need to be overcome. Years of experience in the global airports market has provided TE 

Connectivity with valuable knowledge and understanding of the major challenges that 

Network Managers / Facility Manager often have to face.  

  

- Provide enough flexibility to scale up or down depending on current needs 

- Support constant passenger free-flow  

- Provide better service to match customer expectation 

- Manage baggage handling more effectively to reduce passenger disruption 

- Create seamless processes to reduce operational costs ς maintenance ς obsolescence 

  

With many different systems and applications that need to be deployed across separate and 

remote areas managing a network infrastructure can become a tough riddle. This is further 

aggravated by the need to provide a more flexible environment for scaling up or down the 

amount of services provided to passengers and tenants. Among such a great level of 

complexity there is an overarching objective to reduce operational cost and boost 

efficiency. 
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4.2-  Network Infrastructure Considerations 

In the effort to achieve the objectives and overcome most of the challenges many IT 

managers are considering the adoption of IP Convergence and network consolidation 

strategies. However, it is important that facility, security and information technology 

managers collaborate and ensure that the supporting cabling infrastructure is designed and 

deployed to provide optimal performance levels. Their common objectives should ensure 

resiliency, reliability for maximum uptime, and easy implementation and management of 

new applications. 

  

The advantages delivered by the deployment of a converged network can easily justify the 

efforts and the investments that needed to be allocated towards its implementation. 

Reduced complexity, minimum pathways congestion, improved security and considerable 

lower OPEX are only some of the advantages gained.  
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Airport facilities are normally expected to last for decades while providing a high level of 

flexibility to support spikes in passenger demand and tenant relocations. With the multitude 

of network infrastructure design choices available today, IT managers are constantly faced 

with the challenge of how to optimize their data communication requirements. As well as 

traditional data transfer functions, new IP reliant applications such as VoIP, video streaming, 

live feeds, and surveillance systems for the office and data center are continuously 

emerging. Consequently, faster and more reliable infrastructures are required to ensure 

that business critical applications are future proofed and return on investment optimized.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In addition to this, critical applications such as security, baggage handling, control towers 

and customer boarders need to be protected by the detrimental effects that could be 

caused by EMI/RFI present in the surrounding environment. Hence, the network 

infrastructure solutions must be proven to support long distances at the highest bandwidth 

with reliable, secure and accurate transmission of information protected by any EMI/RFI 

effects.  

A sound network physical infrastructure needs to allow for seamless integration of the 

latest technologies such as Voice-over-IP (VoIP), Wireless (Wi-Fi), Distributed Antenna 

Systems (DAS), Power-over-Ethernet (PoE), Intelligent Infrastructure Management Systems 

(IIMS) including future Building Automation Systems (BAS).  

So, what media should be deployed to deliver the best level of services within an airport 

environment? In reality there is no right or wrong answer. Although there is tendency to 

 

Lifetime of 
Network Equipment 
 
With the constant growth of 
processor power inside 
workstations, the demand for faster 
communication throughout the 
premises increases year by year. 
Considering that the physical layer 
of your network ς the cabling itself 
ς has an average lifetime of 12 to 
15 years, it must be capable of 
serving about 3 generations of 
switching equipment, 4 generations 
of PC hardware and probably even 
5 generations of software! Thus, 
planning for a fast and future proof 
communication network starts with 
the investment of a strong cabling 
system... 
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believe that fiber optic would meet all the requirements, the reality is that a mixture of both 

copper and fiber has often proven to be the most effective approach to overcome all the 

challenges and maintain control of costs. However, because no two environments are ever 

the same, it is always advisable to carry out a site assessment before making any final 

decision on media deployments. This will guarantee the best possible fit of the network 

physical infrastructure in relation to the challenges posed by the surrounding environment.  

Some examples of media choices are provided here below:  

 

 

 

 

 

It is critical to note that a properly designed and installed cabling plant provides a solid 

foundation to deliver predictable and consistent performance, as well as providing the 

flexibility to support future airport applications without making significant changes to the 

rework. 

 

Terminal & Landside Areas 

Airside areas 
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5. Responding to the Environment 

CǊƻƳ ǘƘŜ Řŀǘŀ ŎŜƴǘŜǊ ǘƻ ǊŜƳƻǘŜ ǘŜǊƳƛƴŀƭǎΣ ¢9Ωǎ ǇƘȅǎƛŎŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǎƻƭǳǘƛƻƴǎ ŀǊŜ 

designed to serve any airport environment by supporting various critical applications while 

reducing complexity in design and implementation.  

 

 

 

Decades of experience in the airport market with more than 50 projects deployed around 

the world provides TE with a high level of knowledge and understanding of the 

environment. 

Here are recommendations for TE solutions that can better respond to airports needs and 

address the challenges posed on their network infrastructure. 

 

EMI/RFI interference environments:  

Some specific areas within an airport may be susceptible to Electro-Magnetic-Interferences 

(EMI) or Radio-Frequency-Interferences (RFI). Baggage handling and control towers are 

probably the most obvious instantiation of areas that are likely to be affected by the 

surrounded environment and therefore need special considerations. 

Cabling standards throughout the world have adopted the MICE (Mechanical, Ingress, 

Climatic, and Electromagnetic) classifications for office and industrial environments. 

According to EN 50173-1:2007 an electrƻƳŀƎƴŜǘƛŎ ŎƭŀǎǎƛŦƛŎŀǘƛƻƴ ƻŦ Ϧ9оέΣ ǿƘƛŎƘ ƴƻǊƳŀƭƭȅ 

describes a heavy industrial environment, is applicable: 
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LŦ ȅƻǳǊ ǇǊŜƳƛǎŜǎ ŀǊŜ ǿƛǘƘƛƴ ŀ ǊŀŘƛǳǎ ƻŦ м ƪƳ ŦǊƻƳ ŀ ¢±Σ ǊŀŘƛƻ ƻǊ ƳƻōƛƭŜ ōŀǎŜ ǎǘŀǘƛƻƴ 

²ƘŜƴ ȅƻǳ ŀǊŜ ǳǎƛƴƎ 59/¢ ǇƘƻƴŜǎ ǿƛǘƘƛƴ ȅƻǳǊ ǇǊŜƳƛǎŜǎ 

²ƘŜƴ ȅƻǳ ŀǊŜ ǳǎƛƴƎ ǿƛǊŜƭŜǎǎ Řŀǘŀ όWi-Fi) equipment 

  

Generally Background Noise is the sum of all the electromagnetic fields of adjacent devices. 

Immunity against Background Noise can be achieved by either shielded cabling or a fully 

enclosed pathway.  Either requires proper earthing and bonding practices. 

  

To ensure flawless 10Gb/s data transfer, the IEEE standard limits the Background Noise level 

at the device to a max of ς150 dBm/Hz, which in most buildings is compromised by wireless 

devices such as cellular phones, Wi-Fi and aerial video transmissions. 

The ability to mitigate these noise signals enables you to ensure flawless transmission of 

your High Definition Video Conferencing equipment, and removes any signal influenced 

disturbance on your IP telephone system.   As we become more reliant on the timely 

delivery of signals, it is recommended that you fully protect your systems. 

 

 

 

In most cases copper shielded solutions help to ensure optimum protection against the 

adverse effects of external signal interferences. Simply by design, shielded systems provide 

total immunity against RFI/EMI and are capable to support highest bandwidth applications 

of 10GbE and above.  

¢9Ωǎ Ƴŀƴȅ ȅŜŀǊǎ ƻŦ ŜȄǇŜǊƛŜƴŎŜ ƛƴ ǎƘƛŜƭŘŜŘ ǘŜŎƘƴƻƭƻƎƛŜǎ ŘŜƭƛǾŜǊ ǎǘŀǘŜ-of-art systems to 

protect signal integrity and ensure maximum performance with minimum downtime. 
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6.   TE provides end-to-end infrastructure solution 

With every facet of administration, staff members and passengers are heavily relying on the 

IT network, therefore airports need a trusted partner with the proven experience, a 

comprehensive product portfolio and innovative expertise to deliver a high-bandwidth, 

mobile and manageable infrastructure that can cost effectively support the needs of today 

and tomorrow. That partner is TE Connectivity. 
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6.1-  Data Center 

Known as the heart of the IT network, airport operations rely on their information systems 

and storage to run operation such as security, check-in, luggage traffic and many others. 

Airport service continuity is essential in a just-in-time environment where any downtime 

could create operational extra costs and, most damaging, customersΩ disappointment. 

¢9 Ƨƻƛƴǘƭȅ ŘŜǾŜƭƻǇǎ ǎƻƭǳǘƛƻƴǎ ǿƛǘƘ Ƴŀƴȅ ƻŦ ǘƘŜ ǿƻǊƭŘΩǎ ƭŜŀŘƛƴƎ Řŀǘŀ ŎŜƴǘŜǊ ŜǉǳƛǇƳŜƴǘ 

manufacturers. This combined with global reach and innovative managed connectivity 

technology, puts TE Connectivity in a unique position to help our customers deliver on their 

business requirements by creating a resilient, efficient and agile data center infrastructure.  

 

AGILITY: Networks constantly change and grow. Our storage 

Are Management Solution (SAM) and Q3000 high-Density 

fiber solutions can help ensure successful network upgrades 

and implementations with maximum ease and control. 

AVAILABILITY: ¢9Ωǎ aŀƴŀƎŜŘ /ƻƴƴŜŎǘƛǾƛǘȅ {ƻƭǳǘƛƻƴǎΣ 

including our Quareo connection point identification 

technology can help increase uptime, resilience and service 

continuity by delivering an automated, real-time 

understanding of end-to-end network connectivity. 

EFFICIENCY: Our energy saving MRJ21 cabling system, along with industry-leading high 

density cable management solutions like our FiberGuideTM optical raceway can help ensure 

stringent CAPEX and OPEX control.  
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6.2-  Across the Airport 

An Office Network is a critical component of the IT infrastructure of your organization. The 

typical Office Network needs to support traditional PCs and peripherals but now also VOIP, 

digital media, devices, tablets and more. Connected devices have changed the business 

landscape and forever altered our expectations of Office Network technology.  Smart 

phones and networked devices are satisfying ƻǳǊ άƻƴ-ƭƛƴŜέ ŀŘŘƛŎǘƛƻƴ ǿƘƛƭŜ ŎƘŀƭƭŜƴƎƛƴƎ 

ǎŜǊǾƛŎŜǎ ǇǊƻǾƛŘŜǊΩǎ ǘǊŀŘƛǘƛƻƴŀƭ ƴŜǘǿƻǊƪǎ ŀƴŘ ŘǊƛǾƛƴƎ ǇǊƻŦƻǳƴŘ ŎƘŀƴƎŜǎ ƛƴ ōǊƻŀŘōŀƴŘ 

networks and the enterprise.   

Fueled by end-user demand for bandwidth-hungry applications such as IPTV, video-on-

demand (VoD) and the widespread use of smart phones and mobile apps, the flood of data 

ǎǳǊƎƛƴƎ ŀŎǊƻǎǎ ǘƘŜ ǿƻǊƭŘΩǎ ƴŜǘǿƻǊƪǎ ƛǎ ŦƻǊŎƛƴƎ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘŜǊǎ ǘƻ Ŏƻƴǘƛƴǳƻǳǎƭȅ ǳǇƎǊŀŘŜ 

their networks to deliver the speed and services that customers demand. 

A reliable, high-speed, high performance network infrastructure is essential to support the 

demands of the end users, new technologies and the needs of the business.  Only TE can 

provide the cabling and connectivity solutions as well as the tools to manage your network.  

Thousands of customers around the globe trust TE technology as the foundation of their 

office networks. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Our LAN solutions include:  
 

ω Copper shielded and unshielded cable and 
connectivity to support the latest IP-based 
applications, from 1 to 10 gigabit Ethernet, to PoE, 
VoIP and security systems.  

Å Cabling Infrastructure Management system 

(Quareo) to bridge the gap between network 
management and the physical layer. 
 

ω Video distribution system (VDS) to cost-effectively 
deliver high-definition RF over twisted-pair cabling for 
distance learning, surveillance, digital signage and 
cable television.  
 

ω Optical LAN solutions (OLS) for indoor/outdoor, 
long-distance passive optical links that use a single 
strand of high-bandwidth singlemode fiber with lower 
power and space usage and reduced operation costs. 

Å Distributed Antenna System (DAS) creates a leading 

platform for serving wireless services. 
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6.2.1-  Fiber and Copper Cabling Infrastructure 
 
²ƛǘƘ ƻƴŜ ƻŦ ǘƘŜ ƛƴŘǳǎǘǊȅΩ ōǊƻŀŘŜǎǘ ǊŀƴƎŜǎ ƻŦ ŦƛōŜǊ ŀƴŘ ŎƻǇǇŜǊ ¦¢t ŀƴŘ ǎƘƛŜƭŘŜŘ ǇǊƻŘǳŎǘǎ 
supporting applications from 1G to 10G, TE delivers the best choice of products to suit your 
specific network needs to the users. 
 
 
 

 
 


